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Abstract. Online disinformation actors are those individuals or bots who dissem-
inate false or misleading information over social media, with the intent to sway
public opinion in the information domain towards harmful social outcomes. Quan-
tification of the degree to which users post or respond intentionally versus under
social influence, remains a challenge, as individuals or organizations operating the
profile are foreshadowed by their online persona. However, social influence has
been shown to be measurable in the paradigm of information theory. In this pa-
per, we introduce an information theoretic measure to quantify social media user
intent, and then investigate the corroboration of intent with evolution of the social
network and detection of disinformation actors related to COVID-19 discussions
on Twitter. Our measurement of user intent utilizes an existing time series analy-
sis technique for estimation of social influence using transfer entropy among the
considered users. We have analyzed 4.7 million tweets originating from several
countries of interest, during a 5 month period when the arrival of the first dose
of COVID vaccinations were announced. Our key findings include evidence that:
(i) a significant correspondence between intent and social influence; (ii) ranking
over users by intent and social influence is unstable over time with evidence of
shifts in the hierarchical structure; and (iii) both user intent and social influence
are important when distinguishing disinformation actors from non-disinformation
actors.
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1 Introduction

Quantitative study into the role of user infent in online social dynamics is not yet well
documented in the scientific literature. Nevertheless, intent is an important feature to
consider when distinguishing regular users and misinformation actors from disinforma-
tion actors. Disinformation has been defined as the intentional dissemination of false or
misleading information by malicious actors with the intent of swaying public opinion
towards socially dangerous outcomes [6,24,25]. Therefore, by definition, without the
measurement of intent, it is impossible to distinguish those instances of disinformation
from misinformation. In this paper, we present a novel, information theoretic approach
for estimating user intent on social networks. We applied this technique to analyze user
intent and social influence expressed in COVID-19 discussions on Twitter, during the
period 1% January 2021 to 21%tMay 2021. We chose this time period as it was when the
first doses of COVID-19 vaccinations started to be discussed online [20, 22]. In particu-
lar, we investigated whether there was a correspondence between user intent and social
influence, and whether the ranking of users by intent and social influence remained sta-
ble over time. Users with high intent are likely to express their own agendas, acting as
gate-keepers of new information and ideas into a social network, and users with high
social influence have a stronger impact in swaying the opinions and behaviors of the
other users in the network. Therefore, users with both high intent and high social influ-
ence were identified as those, who pose the highest risk of disinformation propagation, if
their motivations were to be malicious or manipulative. Establishing whether the agen-
das of the users are malicious or manipulative is beyond the scope of this paper.

2 Background

During the COVID-19 pandemic, both misinformation and disinformation have played
a major role in spreading confusion, fear, insecurity, and anti-public health narratives
among targeted populations [19,5]. Certain properties of disinformation help distin-
guished it from misinformation. While misinformation constitutes a claim that contra-
dicts or distorts common understandings of verifiable facts [6], disinformation refers
to such falsehoods that are intentionally propagated to actively undermine integrity in
the information domain [6,21]. In other words, disinformation may be distinguished
by the intentional purpose to deceive, while misinformation may simply be a result of
inadvertent or unintentional action [6]. Thus, intent or intentionality is the major dis-
criminator between misinformation and disinformation [24]. Proving intent in users or
accounts can sometimes be more challenging than just identifying falsehoods in content
[6]. Detecting intent is hard because of the difficulty to uncover ground truth beliefs in
people/accounts about the veracity of information content, and the further difficulty in
ascertaining their underlying motivations [25]. The current literature states that recog-
nizing the range of motivations for spreading misinformation is valuable, even if the
motivations or intentions are hard to disentangle [25]. This is the key motivation be-
hind this study, attempting to quantitatively measure intent and analyze the dynamics of
intent and social influence of social media accounts through time.
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Most of the existing literature regarding social influence mainly utilized social net-
work centrality, link-topology, and coreness-based measurements to quantify social in-
fluence[1, 13,9, 26]. However, these techinques depend on the underlying network struc-
tures of user connectivity, which in turn are typically constructed using the follower-
followee network (such as in Twitter) or friendship network (such as in Facebook). But,
follower-followee networks or friendship networks represent the users’ popularity, and it
has been shown that the relation between structural influence and users activities is weak
[3]. In addition to these techniques, some studies have used entropy-based measures,
which were based upon network structure [12, 4] or an information-theoretic approach
[23,2,7,8, 17]. In this regard, we have utilized the quantification of social influence from
our previous work [7, 8, 17], to calculate social influence in this work in order to infer
user intent.

3 Methodology

We introduce a novel information theoretic approach to the quantification of intent from
social media user activity timeseries data, which we applied to a COVID-19 Twitter
dataset. We then used two machine learning approaches to classify users as disinforma-
tion or non-disinformation actors and used the generated labels to study the importance
of social influence and intent on disinformation actor detection.

3.1 Data

We analyzed a dataset of 4,714,617 tweets on the COVID-19 pandemic between Jan-
uary 1%t 2021 and May 21 2021. This data consisted of 14,876 unique users with at least
10 actions (tweets, replies, retweets, and quoted tweets) per month, to ensure meaning-
ful statistical results. The Twitter data was collected as follows. From the GeoCov19
dataset [14], we identified user accounts that have inferred profile- and message- based
locations in few countries of interest (Australia, Brazil, Canada, Britain, India, Nigeria,
New Zealand, Taiwan, South Africa). Then for these users we collected their tweets,
replies, retweets, and quoted tweets, along with those by other users that responded to
this activity with replies and retweets, during the time period considered.

3.2 An Information Theoretic Approach to Intent Measurement

We expand on the information theoretic measurement of social influence introduced in
our previous studies [7, 8, 17], which show that given the activity time series of a set of
online social media users (say V), the social influence experienced by a user of interest,
u € V, due to another user, v € V, can be measured using transfer entropy (say T,_,,).
T,_,, is defined in the equation eq. 1, where ¢ is the current time step, 7" the entire time
period analyzed, and k is history length. In this study, we consider a time step as 1 week,
and k = 1. Transfer entropy is a directional measure of the information transfer between
two random processes. In the case of social networks, it can be utilized to measure the
information transfer from the activity time series of v to that of u, acting as an estimator
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of social influence. If T,_,,, > 0 a social influence link exists between the two users and

v has a certain magnitude of influence over u.
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In this study, we utilized transfer entropy-based estimation of social influence to
measure the degree of intent with which users performed actions online. The Shannon
entropy of u, H,,, measures the overall information produced by activity of u. We premise
that, given sufficient sources of the social influences on u, the information intentionally
produced by u would be the Shannon entropy of u minus the sum of all transfer entropy
experienced by u, as shown in eq. 2.

I,=H,- Y T,, )
vevV
Similarly, we computed the total influence exerted by the user of interest (), say Tu’ s
as the total transfer entropy exerted by a user u on all other users considered, as shown
in eq. 3.

Tu, = Z Tu—»u (3)

vev
These two measurements: (ii) degree of user intent (/,,) and (ii) total social influence
exerted (Tu’ ), were used in our analysis to better understand the social influence and user
intent dynamics of COVID-19 related discussions on Twitter and disinformation actor
detection. Tweets, replies, retweets, and quoted tweets were considered as user actions
and the respective action timeseries for each user in the collected data was reconstructed.
We test the following three hypotheses using these two measurements:

— Hypothesis I: There is a significant correspondence between high intent and high
social influence.

— Hypothesis II: The ranking of users by intent and by social influence remains stable
over time, i.e. users with high intent and high influence remain so, and vice versa.

— Hypothesis III: There is a significant difference in user intent among disinformation
actors from that among non-disinformation actors.

3.3 Disinformation Classification

We constructed two models to classify each user as either a disinformation actor (i.e.,
IO - information operative) or a non-disinformation actor (i.e., Real). Specifically, we
utilized: (1) a weakly-supervised classification model based on Snorkel [15]; and (2) a
logistic regression model.

The weakly-supervised model used Snorkel’s labeling function system to encode
human cognitive heuristics and fit a weight matrix of conditional probabilities of out-
putting a particular label. This was based on the label votes of a set of labeling functions
provided during training. We used Snorkel labeling functions implemented for detection
of 10 on Twitter from recent literature [18]. The Snorkel label model classified each user



Evolution of Intent and Social Influence towards COVID-19 Disinformation 5

2021-01-07 2021-01-14 2021-01-21 2021-01-28 2021-02-04

1 1 1 ‘ 1 1
2021-02-11 2021-02-18 2021-02-25 2021-03-04 2021-03-11

& sl ?” e

1 1 1 1

2021-03-18 2021-03-25 2021-04-01 2021-04-08 2021-04-15

Influence Exerted
-

1 1 1 R

2021-04-22 2021-04-29 2021-05-06 2021-05-13 2021-05-20

1 0 1 0 1
Intent

Fig. 1: Distribution of total social influence exerted by users vs intent, by weekly passage
of time between Jan 1%t and May 21% in 2021. Weeks progress in ascending order from
left to right, and from top to bottom.
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as: 10, or Real, or Undecided (in the case of a tied vote). We replaced Undecided users
(approximately 3.65% of the predicted Snorkel labels), with a uniform random choice
between /0 and Real, to avoid bias towards either class.

The logistic regression model was trained on features engineered on the collected
data. We generated a suite of 32 features, belonging to six broad categories as follows:
(i) user social influence and intent; (ii) tweet statistics on emoji, hashtag, mention, char-
acter count, etc.; (iii) temporal tweets characteristics; (iv) user profile characteristics;
(v) tweets ratio characteristics; (vi) other characteristics like tweet count, date range,
etc. Relevant features were selected after an extensive review of existing literature, and
also exploratory data analysis on disinformation dataset released by Twitter’s Informa-
tion Operations group [10]. A detailed discussion of the considered features is beyond
the of scope of this paper. The logistic regression model was trained to label users as
10 or Real, based on the engineered features, and Snorkel labels (from first model) were
used as ground truth for training. We found that the regression model fit the Snorkel
labeled data reasonably well (precision = 0.87, recall = 0.86, f1-score = 0.86).

4 Results

We tested Hypothesis I, by examining the correlation between intent and total social in-
fluence exerted over time, as shown in Figure 1. A distinct correlation was seen between
intent and total social influence exerted. Furthermore, we observed that the relationship
between intent and total social influence exerted, changed with the progression of time
(through weeks). Specifically, from 2021-02-04 till 2021-03-25, social influence exerted
was strikingly lower even for high intent individuals. Overall, a Pearson correlation test
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Fig. 2: Visualization of social influence and user intent networks over the passage of
time (weeks) between Jan 1%t and May 20". Low intent individuals are colored darker
green, higher intent individuals are brighter yellow. Individuals towards the center of the
networks have higher connectivity (social influence), and users towards the outer part
of the networks have lower connectivity. Weeks progress in ascending order from left to
right, and from top to bottom.

revealed a correlation coefficient of » = 0.6961 and p =~ 0. Additionally, Figure 2 dis-
plays the snapshots of the social network captured over the progression of time (weeks).
Nodes’ color intensities signify higher intent, and nodes with higher social influence
links are towards the center of the network. The brightly colored ring towards the mid-
dle of each social network indicates individuals of high intent. There was a slight shift
of this ring towards the center of the network starting at week 6 (2021-02-11) until week
13 (2021-03-18). Users with both high intent and high social influence pose high risk
for spread of disinformation and likely existed within this band.

To test Hypothesis II, we performed Pearson’s correlation tests on both intent and
total social influence exerted over time. 3,306 users with at least 5 weeks of activity
were tested. A significance level of @ = 0.05 was assumed and users with p > a were
not considered. Figure 3 displays the correlation coefficients of both intent and total
social influence exerted among the user population. A strong bi-modality, with many
users either having strong positive correlations or negative correlations for both intent
and total social influence exerted was observed. However, it is important to note that
only 235 out of the 3,306 users had a p < 0.05, meaning the rest of the users had
insufficient data to produce sufficient confidence in the Pearson correlation test. Within
this set of users we find evidence against Hypothesis II, showing that there can indeed
be considerable shift in both intent and total social influence exerted over time within
the social network.
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Fig. 3: Distribution of users’ Pearson correlation coefficients (r) of: (a) intent and (b)
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Fig. 4: Distributions of variance in user ranking by: (a) intent and (b) total social influ-
ence exerted rank, over a 20 week period.

Furthermore, we measured the change in rank of users based on their intent and total
social influence exerted. As shown in Figure 4, we observed a difference in variance in
ranking of users over time changes when considering intent versus total social influence
exerted. Particularly, users had much greater variance in ranking by total social influence
exerted, than ranking by intent, suggesting that it was more common to see changes in the
social network hierarchy, than it was to see changes in ranking by intent. Additionally,
the distribution of variance in user rank by intent was highly-skewed, in contrast to that
of variance in rank by total social influence exerted, which indicated that while large
changes in ranking by total social influence exerted among users may be more normal
among the population, it was less common for users to change their ranking by intent.

Finally, in order to test Hypothesis III, we examined the correspondence of user
intent and total social influence exerted with disinformation actors, as identified by the
Snorkel labeling heuristics model and the regression classifier model (both models were
described in Section 3.3). Figure 5 compares the degree of intent of disinformation ac-
tors versus that of non-disinformation actors as classified by the Snorkel heuristics, and
Figure 6 displays the same comparison for total social influence exerted. By conduct-
ing Mann-Whitney U tests at 95% confidence, we found support for the alternate hy-
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Fig. 5: Comparison the user intent of disinformation actors vs non-disinformation actors
as predicted by the Snorkel weak-supervision model.

Snorkel Label Regression Model Label
@ 10
=
o
o
5 ; ; ;
0
o
0
0
(o} Real 10 Real
Label Label

Fig. 6: Comparison total social influence exerted of disinformation actors vs non-
disinformation actors as predicted by the Snorkel weak-supervision model.

pothesis that intent of non-disinformation actors was significantly less than that of dis-
information actors, as classified by both the models: Snorkel weak supervision labels
(U = 408319163.5, p = 1.7397 X 107143 <« 0.05), and regression classifier labels
(U = 428923903.0, p = 1.7397 x 10~143 < 0.05). However, Mann-Whitney U tests
at 95% confidence, for the alternate hypothesis that social influence exerted by non-
disinformation actors was less than that of disinformation actors, were not supported for
both the Snorkel weak supervision labels (U = 361421379.0, p = 0.9990 > 0.05) and
the regression classifier labels (U = 382374824.5, p = 0.2641 > 0.05).

5 Discussions and Conclusions

In this paper, we introduce a novel entropy-based approach to measure user intent to-
wards posting in online social networks using an entropy-based method. We used this
technique to analyze the dynamics of intent and the evolution of social influence on a
network of Twitter users discussing COVID-19. The use of our proposed measures for
user intent and total social influence exerted led to several interesting and novel findings
as elaborated below.

We found that there was a significant correspondence between intent and total social
influence exerted, and this relationship changes over time. As shown in Figure 1, inside
the 20 consecutive weeks of analysis, the relationship between the Influence Exerted
and the Intent (the slope of a regression line from the scattered data points) remained
relatively strong from the week of 2021-01-07 for 4 weeks, after which it remained weak
from 2021-02-04 till the week of 2021-03-25. Then the relationship grew again and re-
mained at its initial strength throughout the remaining 9 weeks of our analysis period.
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This was likely due to an exogenous shock to the influence network during this period.
Interestingly, we have observed that during that 8 week period the intensity of news
regarding COVID-19 vaccine emergency authorizations and mobilization of vaccine
roll-outs by the United States Food and Drug Administration (FDA) and World Health
Organization (WHO) heightened greatly [22][20]. Conversely, it was towards the end
of the 8 week period when vaccination rates gain momentum for the global low-income
population [11][16]. Overall, it seems that when news of mobilization in vaccine de-
liveries were initiated, users with higher intent lost some degree of the social influence
they exerted. But when global low-income population’s vaccination gained momentum,
users with higher intent likely resumed exerting more social influence like before (before
the news of vaccine deliveries started).

We found that the ranking by intent and social influence evolved significantly over
time at the microscopic scale, while the distributions remained relatively stable at the
macro-scale. Our findings contradicted Hypothesis II, providing evidence that ranking
of users by intent and social influence was not necessarily stable over time. We found
evidence that a reasonable portion of individuals have high variance in rank by both
intent and social influence. Furthermore, we observed that a significant number of indi-
viduals have either strong positive or strong negative shifts in intent and social influence
over time. This indicated that there was a reasonable amount of evolution in the social
hierarchy of the considered population over time.

Most importantly, we found that there was a statistically significant increase in intent
among disinformation actors, in comparison to that of non-disinformation actors. This
partially supported Hypothesis III, such that disinformation actors can be distinguished
by the degree of intent in their activity. Conversely, we found evidence that total social
influence exerted may be similar for both disinformation and non-disinformation actors,
likely reducing its importance when identifying disinformation actors.

Overall, our findings help further the state-of-the-art in understanding disinforma-
tion dynamics and evolution of online social networks. We have shown that intent of
user activity has a significant impact on online information dynamics, and is an impor-
tant feature to be included in the detection of disinformation actors.
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