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Overview

ldentifying fake news has become an important
challenge. Increasing usage of social media has
led an increase In the number of people who can
be Iinfluenced, thus the spread of fake news can
potentially impact important events. Fake news

has become a

major societal

Issue and a

technical challenge for social media companies
to identify.

Our goal

Distinguish between the real and fake news.

What is disinformation?

False information deliberately and often covertly
spread (as by the planting of rumors) In order to
Influence public opinion or obscure the truth.

Our approaches

We addressed the problem of fake news
identification using three approaches to make it
manageable and more accurate:

1. Sociocultural and textual approach. It allows us to
identify the rhetorical and textual characteristics
that distinguish “real” or “fake” information.

2. Data science approach. It helps to dig into the
data analytic by building the words and phrases
frequencies,

3. Deep learning approach. We Dbuilt a binary
classifiers that extract features from fake and real
news using deep learning models, such as Long
Short Term Memory (LSTM), Recurrent Neural
Network (RNN) and Gated Recurrent Unit (GRU).

Dataset

We used the dataset extracted using the
FakeNewsNet* tool. The final dataset contains both
fake and real news in the political domain.

Total Number Fake Real
News articles 432 624
News articles with text 420 528
News articles with images 336 447

*https://github.com/KaiDMML/FakeNewsNet

Sociocultural textual analysis

HEADLINES

In both real and fake news articles, headlines will often
begin with a word like “breaking” in all capital letters to
catch a reader’s attention and communicate an
urgency to the information in the article.

BREAKING: Nancy Pelosi Was Just Taken From
Her Office In Handcuffs
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SECRET VIDEO: Romney Tells
Millionaire Donors What He REALLY
Thinks of Obama Voters

When he doesn’t know a camera’s rolling, the GOP candidate shows
his disdain for half of America.

Real news

In both fake and real news story

Example of the use of all capital letters
headlines to communicate urgency

Fake news

SOURCE

Fake news will often report information without
iIncluding a source, simply using phrases such as “told
reporters” or “is being reported” to signify credibility
rather than offering actual sourcing.

It is being reported that Australia is becoming the first nation in the world to begin

. Fake new | |
“It is being reported” rather a e,,\ EWs Directly referencing
than citing a reputable S //’ source, even if no
source for this information J*--~ K hyperlink is provided

v
As Alice Slater, the New York director of the Nuclear Age Peace Foundation, wrote for The Nation, U.5.

military bases are not only responsible for such massive amounts of greenhouse emissions but also devastating
impacts caused by pollutants and toxic weapons.

Real news
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non-factual, politically-

motivated description
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Liberal menace and purveyor of lies, Nancy Pelosi (D-California), #

Fake news
Example of adjectival phrase
House Minority Leader Nancy Pelosi | «-~ =1 usedto provide contextual
Information on real news page
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WRITTEN INFORMATION
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In fake news the word "Trump" word
prevalent, while in real news "president" Is used to
address the key news maker. This distinction between
the office of the president and the individual begins to

American
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show that fake news has a stronger investment In
affective and ideological approaches than real news.
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Similar to the wordcloud, the bigrams show In real

news, public figures are often referred to by official

titles: Secretary Clinton, Senator Obama, Senator

Clinton. In fake news, however, first names are given

Instead, or in addition, such as “President Donald.”
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Deep Learning
WORD EMBEDDING

We encoded the dataset using Byte Pair Encoding
(BPE). BPE Is a simple data compression technique
that iteratively replaces the most frequent pair of bytes
IN a sequence with a single, unused byte.
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A Japanese whaling crew has fallen vic
tim to a dramatic full on assault by a
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DEEP LEARNING MODELS

We have applied three deep learning models to do
feature extraction and perform binary classification.
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We can notice one of characteristics of disinformation
IS Its Ideological context. This Is the first time this kind
of sociocultural textual analysis has been conductec
using this dataset. Deep learning models showed
reasonable results, but it might not be generalized to
other types of datasets.
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